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2.1

22

2.3

Introduction and purpose

The purpose of this document is to describe the non-functional requirements of the
System provided by the FTR manager {the Provider). The System comprises softwara
and equipment that achieves these functions:

+ the FTR grid design;

# [he auctions;

+ the FTR register,

= delarmination of the FTR rentals; and
+ the interfacas for end-users.

This decument should be read in conjunclion with the associated FTR manager
functional specification.

Application architecture

The following requirements apply whether the Provider is offering a bespoke System
specifically designed for the Authority or a System based on existing software.

Industry standard

The System must be built on industry standard, robust architeciure that is reliable and
scalable in the following areas:

a}) hardware infrastructure including production and disaster recovery hardwara;
b}  operating system;

¢} nebwork lopology,

d)  application software;

a) database;

f) securiby;

g) systems deployment and management; and

h)  external securily, firewalls, virus protection, eic.

Independent environmants

There must be separale and independent environments for development, user
acceplance testing and production. *Independent” in this context means that activity
on the user accaptance testing and development environments must not affect the
production environment in any way. The user acceplance testing environment will,
upon reasonable request, be available for FTR market participants to perform their
own tesling and staff training.

Current components

The Systam must not al any time contain any componants that are no longer
supportad by the Provider or the relevant licensor or manufacturer,
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2.4 Scalability

2.5

2.6

2.7

The System must be easily scalable to accommodata a compounding 10 per cant per
annum growth in FTR application users, portal users, and transactions for seven
vears, without significantly affecting performance and reliability,

Upgrades

Proceduras agraad with the Authority must be in place for the implementation of
upgrades to equipment and software. The implamantation of all upgrades must be
carefully plannad, schaduled, notified to all relevant parties wall in advance and
implemented efficiently at times that cause as little distuption as possible 1o users of
the System. The timetable for the implemeantation of all upgradas must ba appraved in
writing by the Authority.

The Provider must implament in a timely manner {l.e. within 12 months of releaze) all
available, provan operating system, database and system software upgrades. If the
Provider does not censider it appropriate to implemeant a naw releasa within 12
manths, the Provider must promptly notify the Authority in writing that it is delaying
implementation and provide a reason that is acceptable to the Authority,

Data-integrity maintenance

The Provider is responsible for the maintenance of the data environmeant and must
aensura that funclionality Is available within the sofiware (o reverse the effects of any
material errors made by users in loading data via file transfer. The Provider must
praovide assistance to users in executing any such recovery.

The file transfer system into the software must perform a data validation process to
ensure that any files that are not consistent with the prescribed format and content are
rejected and the user is notified of the rejection.

The Provider must undertake the recovery (where possible) of any database integrity
and corruption iBsues and correct any errors that occur as a result of the System
incorrecily processing any information.

Concurrent users

There are wo types of end-users:

= FTR application users who participate as representatives of the FTR market
participants in auctions; and

#« Portal users, a wider group of users including the bidders, clearing manager and
the Authority, who must be registered o use the Provider's website and who will
check the results of auctions and query the FTR register via the Providar's
website.

The FTR application forming part of the Systam must ba designed, implementad and
maintained to cope with at least 35 concurrent online auction bidders (FTR
application users) for the recaipt of auction bids and notification of auction results.
The FTR website interface must be designed, implemented and maintained to enable
and cope with queries of the FTR register by 200 concurrent end-users, including FTR
application users and portal users.
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4.2

In order to show the use of the application, the Provider must provide the Autharity
with monthly usage figures as part of the monthly report, including:

. Tolal number of users over a one-month peariod.
= Maximum page views in a one-hour period.
® Maximum number of concurent users

Interoperability

User interfaces

The following user interfaces must be provided:

a) asecure web browser user interface for uploading, viewing and downloading
information online; and

b) as a minimum, a facility to transfer files in a secure manner.

Service levels
System availability — FTR register

The regular servica hours for the System must be 0800 hours to 1700 hours New
Zealand Standard Time or New Zealand Daylight Time {(as applicable) on business
days as defined in the Electricity Industry Participation Code.

The availability of the FTR register, via the end-user interface, must be as follows:
a) for localised interuplions of service, to all end-users:

i.  during regular service hours, the System must nol be unavailable for more
than 90 minutes in any one month; and

i, outside requiar service hours the Systam must not be unavailable for mora
than 10 hours in any ona month;

b}  there can be one plannad outage per month taken outside of auction window
perinds (auction day, plus day afterwards) and of no mare than 3 hours duration.

c) there can be one planned cutage per month taken outside of business hours,
and of no more than 10 hours duration.

d) planned cutages in excess of the limits defined in 4,1(b) and 4.1{(c) must have
the prior writien approval of the Authority; and

e} arecord must be kept of unplanned ocutages and included in the monthly report
o the Authority.

System availability — auction bid window

The System availability for auctions must be as follows:

aj) the Provider must use all reasonable endeavors to avold unplanned outages
during auctions

b)Y  there must be no planned oulages to the auction System during auctions; and

¢} arecord must be kept of unplanned outages and included in the monthly report
to the Authority,
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d) in the event of an unplanned outage, the Provider must follow these protocols:

Once made awara of an unplanned outage affecting all bidders tha
Provider must promplly inform the Authority of the issue and then all

affected bidders;

Fraom thea lime that the Provider has bean made aware of an unplannad
outage, the Pravidar will have 80 minutas to remady tha issue and ratum
the FTR application to a functional state. If the unplanned outage is of
less than 90 minutes duration during an auction window, the Providar wikl
extend the bidding window for the auction by up to 90 minutes in tofal,
and then must notify all bidders and the Authority of the time extension at
the tima the auction window restars.

If the unplanned outage is of more than 90 minutes duration, the Authority
may, without limiting Hs powers under clause 13.255 of the Code, direct
the Provider 1o suspend the auction. If the auction Is so suspended, the
Provider must notify all bidders within 10 minutes of receiving notification
of the direction to suspand, and in the notification the Provider must
reschedule the auction fo the next suitable day, not being a settlement
day for the clearing manager or any other day that inlerferas with other
electricity market operations.

4.3 Calculation of outages

Ayailability and outages for all System components must be calculated as follows:

Both availability and outage service levels are delineated by the point at which any
transaction enters or exits the System’s subcontracted Internetl Services Provider
{ISP). All service componenis, including the System host, internal and wide area
networks and ISP, are covered under availability and cutage calculations. This is

shown in Figure 1.

Figura 1 — Sarvica delinaation
System System sy User User
Host | 2— 18P [ Zd 18P [ Z—| Host Desktop

Tuclieded *4=%* Excluded

System Network User Netwark

Calculation of availability (where expressed as a percentage)

Availability must ba calculated based on the number of minutes that the System is
substantially unavailable in any one month using the following formula:
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minutes oulage

days In month % 60 x24) mn]

% availability per calendar month = 100 - [{

Calculation of outages

For the purposes of the calculation of availability of the System, outages occur on each
occasion when the System is unavailable due to either;

= afailure of any component of the System host or the System ISP; or

= any planned outage required to perform regular housekeeping or to install
upgrades,

If the actions of any FTR markal participant have caused the oulaga 1o occur, or hava
contributed lo a material extent 1o the cause of the outage, then the Provider will not
be held accountable for the cutage only to the extent that it was caused by the
intentional action or inaction of any FTR market pariicipant. This includes any actions
not taken by an FTR market participant at the request of the Provider, where acting on
tha recommendation would have avoided or minimised the outage.

In addition to the Provider's obligations under the Code, the following service levels
par manth must be achieved,

4.4 System response times

The System must achieve the following System response times:

a) the System must upload any one bid portfolio in less than 30 seconds;

b}  for all other ransactions, including FTR registry file downloads:
l.  Sampled transactions must have an average page load time of less than five
saconds,

) the System must complete all necessary "housekeeping’ and backups by
0730 hours Mew Zealand time each day.

4.5 Maintenance

The Provider must undertake all preventative, cormective maintenance and the
implamentation of enhancements outside regular senvice hours wherna possible.

For urgent corractive maintenance (to fix software faults that are threatening the
achiavamant of the service leveals set oul in this documeant), the Provider may, having
notified the Autharity, undertake maintenanca at any tima. Any such unavailability will
count against the achievement of the sarvice lavels.

4.6 Menthly service-level reporting

The Provider must provide the Authority with a monthly report within 10 business days
of the end of each month as required by Part 3, clausas 3.13 and 3.14, of the Code.

In addition to the above the Provider is to include the following:

« commentary on the previous month's auctions, assignmants, re-assignments,
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5.1

5.2

5.3

5.4

FTR satilemeants and unusual bid behaviour

« revenue adequacy for the pravious month and commenlary on performance
against revenue adequacy objectives

= capacity scaling factor for the previous month and commentary on
performance against expectations

» any obsarvations that require the Authority's attention, including, but not
lirmited to:
- risk frameworks (registers, bowties, mitigations, contrals ele.)
- cyber-sacurity work related to tha FTR market
= overall strategic cutlook

* Planned and unplanned outage durations, timings and details for current
month and planned outage durations, timings, and details for upcoming manth

Recoverability and business continuity

Backup

The Provider musi {ake backup copies of data generated or stored by the System at
least daily and store such copies in a secure location. The retention and recycle policy
of backup media and the storage location must be agreed with the Authority, Copies of
the latest version of the software should also be kept offsite. At least weekly, a backup
copy of the data and software must be delivered and stored at an offsite location at
least Skms from the premises used to provide the regular service.

Up-to-date disaster reacovery plan

The Provider must develop and keep up to date a disaster recovery plan as agreed
with the Authority, based on the provisions outlined below.

Recovery time

The disaster recovery plan must be designed 1o enable recovery of the System at the

disaster racovery site in the avent thal the Provider's primary site (which contains the

production System) is inaccassible or unsafe to enter or aperate, Recovary is required
of the System within 6 hours following a disruption,

Disaster recovery procedure

A copy of the System, including relevant admin passwords and 1Ds, is to be stored in a
geographically remote (at least 100km distant) location. The disaster recovery System
is 1o be kept synchronized with the primary System and to be typicailly up to date with
daily updates of data from the primary System, and with an update within 10 minutes
of the closure of an auction bidding window and with an update at the time of the
nofification of the auction results.

In the event of a switch-over to the disaster recovery site, the Providar will, within &
hours of the date and time of the disruption:

a) check back through recent changes and re-apply any recent changes to the
disaster recovery copy of the System;

b) reinstate the FTR register user interface and verify that the data is corract as of
the date and time of the disruption, or if this is not possible, as of a paricular date
not being more than one week prior to the date and time of the disruption;

¢} confirm that once the System has been brought up that the participants can

access it (since there will be network changes);
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0.5

6.1

6.2

6.3

6.4

d)} reconfirm the accuracy of data inpuls and calculation methedology for
detarmination of FTR grid dasign and for caleulation of FTR rentals prior to those
procasses baing undaraken;

&)  publicly notify any relevant market information required for participation in
upGoming avctions,

Disaster recovery testing

The Provider must test the disaster recovery procedure prior to the commencement of
opearation and every six moniths thereafter. Disaster recovery reports must be provided
lo tha Authority after each test detailing the tasl, results and any issuas raised during
the tast. The test must include:

a) oblaining the prior written approval from the Authority for the date and time of a
disaster recovery lest;

b) nofification to all FTR regisiry users of the date and time of the disaster recovery
test, and any changes o URLs, addresses el for the duration of the test;

¢c)  activation of the disaster recovery System at the remote location and transfer of
production to the disaster recovery System;

dy wverification of System availability and that the System is fully functional to an
axternal user,

@) running a full reporting cycle and testing of file and manual updates; and

f) transfer of production back to the production site at the date and time agreed
under a) abova.

Security and confidentiality

User accounts
The System must have a framework for the management of user accounts. Any

Identifiers used for FTR market participants are to be obiained from the market
administrator,

User privileges

User privileges musl be able to conltrol access al both funclion and specific data level.
Security policy

The auction Systemn miust have a securily policy in place and have machanisms that
enforce the password standard, account lock-oul for unsuccessful logon altempls and

sassion timeouls, The policy must be consistent with the requirements of the
Mew Zealand Information Securily Manual (as updated from tirme to tima).

Logs

The auction System should maintain audit logs of user interactions with the Syslem and
action all alerts of repeated unsuccessful logons o prevent hacking. The audit logs must
provide information for FTR market paricipants o analyse their own usage patterns of the
Systam.

By request, all logs for a specified event must be made available to the Authority in an
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agreed standard format as required by the Authority.

6.5 Confidentiality

6.6

6.7

T4

7.2

The auction System must maintain the confidentiality of each FTR market participant's
information by allowing requesis only by parties that have been granted authority by
FTR markel parlicipants to access thie System on their behalf by the exchange of
digital certificates andfor passwaord authentication,

Data encryption

Data transfer between FTR market participants and the Provider must be encrypled o
al lzast 128 bits using S5L.,

External security audit

The Authority may arrange for an extarnal securily audil or assessmeant during the
build phase so that If any security design flaws are found, they can be addrassed
during the dasign phase. The Provider agreas lo co-operate fully with such audit or
assessment.

Capacity

Management utilities

Thera must be System management ulilities implemented that will measure the
capacity of the System, to show frends and therefore assist with predicting future
capacily requireaments.

Excess volumes

The Provider must promptly advise the Authority if increases in transactional volume
bayand the levals agreed in tha FTR managear service provider agreamant thraatan tha
achievernent of service levels, The Autharity and the Provider must promptly review
the capacity of the System and increasa its capacity, if nacessary, to maintain the
senvice levels,

If the service levals cannot be mel with current levels of capacity, and transaction
andlor database volumes are lass than those agreed with the Provider, the Provider
will be responsible for taking such remedial action as is necessary to meet service
levels,

The Provider must trend transaction and databasa volumes over tima. Should this
trend indicate that within the next six months that the transaction and/or database
volumes may excead those agreed with the Provider, or if Code changes have
increased complexity to the extent that service levels cannot be met, then the Provider
must advise the Authority, and the Provider or the Authority may initiate the agreed
change contral procedures.

Data integrity and archive policy
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8.1

8.2

10.

10.1

Data ownership

All data callected, calculated and published as required in the functional specification

is the property of the Authority, The Provider must store the data securely and be able
o provide it to the Authority on request and at no cost within a reasonable timeframe,
being no later than 10 business days after the request, and in the format and with the

delivery mechanism nominated by the Authorily,

History

The System should retain history for immediate access for seven years after which the
information must be archived (onto an appropriate storage medium) and available for
retrieval on request, as per sections 17 and 18 of the Public Records Act 2005, The
Provider is required to meet the minimum reguirements of any relevant mandatory
standards issued under the Public Records Act.

Audit trailltraceability

The Systam must have an audit trail of all data input, confirmations deliverad,
notifications deliverad and the delivery of information to other parties. Audit information
should include time, pary, method and any other pertinent information to allow for full
fracking from source o destination.

Service management

Industry standard

The Provider should employ industry service managemant methodologies, such as
ITIL {Information Technology Infrastructure Library) including robust quality assurance
processas, Any mathodology should cover the service management functions being

10.2 End-user assistance

The Provider is required to provide a help desk thal is available by phone and email
during regular sarvice hours 1o assist with end-user quaries, The Provider must
proactivaly assist and-users to resolve thair issuas,

The Provider, acting reasonably, is to priorifise help dask calls and emails. The
Provider must send an initial response to the enquiry within five business hours of
receiving it, and to include a pathway for resolution, if required. The Providaer will
inform the customer when resolution has bean achieved.

10.3 Fault management

The Provider must provide a faull management servica during reqular service hours to
rectify operational incidents and System faults. Operatienal incidents are those where
the user reports that the System is unobtainable. A System fault means a defect, error
or malfunction in the System that renders all or any part of it inoperable or unusable.
The Provider must commence work to rectify operational incidents and System faults
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within bwo regular service hours of their detection or reporting.
The Provider must proactively manage all aspects of the service,

If an incidant affecis more than one user, tha Provider should notify all FTR market
participants and the Authority as soon as practicable.

10.4 Incident register

11.

12.

124

12.2

12.3

The Provider must maintain a register of all halp desk requasts, System faults and
other operational incidents reported by each usar during the pravious 12-month period.
The register should contain the user, time and details of the incident as wall as the
time and details of its resolution. The Provider must notify users when incidents are
resobved or the time when they are expected o be resolved. The Provider should
develop an incident management process for users to view all incidents and to report
any Taults. A summary of all incidents and their resolution times must be provided to
the Electricity Authority on a monthly basis.

1R AR wasalion: Fevined to clarly manihily feparting does foel Ao i b i T fagail of sendaos ek

Change control process

The Provider must follow the change control process as set out in Appendix 1 of this
document. System changes must follow recognised good practice for software change
management as noted in paragraph 12.1 below. The Provider and the Aulhonty will
agrae a development plan for software changes including a schedule for defivery of
test and audit repors.

Development methodology

Industry standard

The Provider should employ industry standard soflware engineering practices
including robust quality assurance processes, Any methodology should cover the
sysiems development lifecycle (SDLE) in the development and maintenance of
software.

For the avoidance of doubt, the systems development life cycle (SDLC) is a conceptual
model used in project management that describes the stages involved in an information
systam developmant project, from an initial feasibility study through maintenance of the
completed application.

Flexibility

The software should be designed for flexibility to ensure changes to funclions, as a
result of user requests and rule changes, can be made efficiently and cost effectively.

Historical infarmation and documentation

Al the end of the term of thie agreement, the Provider must deliver to the Authority:

a)  all the data (including any transformation of the base data) in the System, on
request, within an agreed timescale in an agreed format. The Provider will be
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13.

131

required to load all the historical information contained in the current System
into any new syslem; and

b)  the operating manuals, historical reviews, analysis and modals, related
documentation, admin passwords and IDs for the Authority’s angoing use,

including technical and user documentation in connection with the FTR System
held by the Provider.

User liaison

Close contact

The Provider is required to maintain close contact with users, be proactive and provide
additional services and support to ensure that the System remains responsive, up-to-
date and consistent with the needs of the FTR market participants.

The Provider must develop formal notification channels to notify usars, the Authority,
and any other affected parties of outages and likely timeframes for restoration of
service.

13.2 Escalation process

The Provider must provide an escalation process for users in the event of either a
major failure of the System extanding bayond sendca level thrashalds or in the avent
of continued user sarvice issues.

13.3 Daily liaison

During periods when the System is not available, the Provider must also liaise with the
Autharity and users not less than daily, including advising of expected times for the
resumption of service,

13.4 User satisfaction survey

14.

The Provider is required to develop, distribute and consofidate a survey of all FTR
market participants including all end-users thal analyses the satisfaction levels of their
service provision, System and FTR market effectiveness, and desired developmenis.
The Provider s 1o consult with the Authority over the survey questions, The survey s
la ba conducted annually and the results reporied to the Authorily within 1 maonth of 1

April each year,

NI A0 varSalor refororaod b0 Lhio oot of The Tiesl suraey nemoved.

Documentation

The Provider must maintain and provide as a minimum:

a)  anup-to-date functional specification, which contains all interfaces, processes
and descriptions of how syslems operata, and must be in the format and content
approved by the Authority, against which the software can be audited as per the
requirements in clause 3.17 of the Code. The functional specification is the
‘software specification’ referred to in the Code. The functional specification and
any subsequent changes are the property of the Authority;
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15.

15.1

¢l auser manual and online help facilities (user documentation) to enable new
users to configura their systems corractly and access the System. The
documentalion should provide sufficient detall for new users to locate and use all
the relevant functions, The user documentation should include a troubleshooting
guide, frequently asked questions and information on whare and how to seek
further help;

d) adisaster recovery procedures manual that describes the procedure, possible
impacts on users and their operation and instructions on what users will need to
do for business continuity; and

e}  sufficient technical documentation for business continuity in case of the loss
of key personnel. This must include an operations manual,

System audits

Spot audits

The Authority may carry out audits of the Provider's performance of the services in
accordance with clause 3.6 of the agresmant, including records and procedures, within
normal working hours on reasonable notice. The Provider must give the auditor access
to all refevant facilities, parsonnel, records and manualks, and provide to the auditor any
additional information that the auditor reasonably considers is necessary to enable an
assesament of whether or not the Provider continues to maet the services specifiad in
the agreement, including the criteria required in the functional specification and in
Appandix 2 of this document.

15.2 Audit recommendations

The Provider must implement, using recognised good practice in software change
management procedures, any changes necessary to give effect to any reasonable
racommendations made by an acditor, with the objective of constantly improving
senices,

15.3 Annual and change software audits

The Providar must cormply with the software audit requiremeants as set oul in clause
3.17 and clause 3.18 of the Code with respect lo conducling audits of the software on
first-ime use, and thereafter annually and for software changes. Rafer lo:
huipcifwww.ea.govt nzfact-code-regs/code-regsthe-code/pari-3/.

The Provider must send the annual audit report 1o the Autharity within a reasonable
period of time mutually agreed following the complation of the annual audit.
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Appendix 1 - Change control process
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Appendix 2 — Performance standards

The following is a list of the performance standards referred to in clausa 3.13(2)(c) of the
Code, and other market reporiing to the Authority, Reports are required monthly,

participant numbears in the manth.

Measura Performance
recuirament

Marke! performance

Tha numbar of registarad FTR market participants and changes to Mumers

Report on market information as set out in the functional specificalion.

A el out in RP-040
al the funchional

specification

Mumber of FTR markat participants in each auclion

1100 varistion: mplecnd refaiancn 10 TSiddan™ with “FTH marksl parSolpanis” mnd delaked
ruanitsar of Bida par FTIR prodes].

MNurnber of unigue end-users using the System each maonth

Maximum number of concurrend end-usars on the Systam during the
rmanth

IS

1P AR wration; dnaind growth nomibie,

System avallabilfy

Report on System availability. As set oul in section
4.1, 4.2 and 4.3 of
the non-functional
spacification

Help dask availability from (800 to 1700 hours each businass day. Rl

Razponse lmas

Repor an System response limes,

As sel out in 4.4 of
the non-functional
specification

Response and resolution imes for help desk calls and emails separated
inta pricority slatus,

As sel out in 10.2 of

probient,

the non-functional
specification
Systerm parformance
Mumber and detalls of Code or service provider agreemant breaches by | Reporl
the Provider,
Mumber and detalls of actions carmied out to cormact a software-ralated Mumbsar and details

Mumber and details of incidents requiring data fies.

Mumbser and details
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Schedule of faulls ralsed giving description, severily, and response. Schedule

Mumbear and datails of FTR paricipant Coda braachas. Raport

Report on disaster recovery procedures, tests, and back-up obligations Repori
a5 sat.out in the non-functional specification,

Confirmation that the Provider (continues to) meel the minimurm Repor
raquiraments of the Create and Maintain Recordkaeping Standard and
tha Elactronic Recordkeaping Metadata Standard under the Public
Records Act 2005,

FTR awards, pruderntial limits and rentals delivered o the clearing Mg per tha Code
manager.

=
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Appendix 3 — Software Audit Guidelines

A

Az

A3

Ad

AS

Purpose of this document

The purpose of this document is to provide the Authority and service providers with
guidelines for deciding when software audits are required. Clauses 3.16 1o 3.18 of the
Code set oul service provider responsibilities for software audits. This documeant
considars in more detall what should be the extent of an annual audit, exactly what
types of software changes should require a software audit and how software changes
thatl do not require auditing should be treated.

[Diafinition of software

The term “software" is defined in Part 1 of the Electricity Industry Partlcipation Code
2010 (Code), and for the purpose of this document is inferpretad (o mean the
application software thal the service provider uses to deliver the funclions defined in
the software specification which forms part of the service provider's agreement (SPA)
with tha Autharity.

Purpose of software audits

The purpose of software audits is to give assurance to tha Authority that the software
delivers the functions described in the software specification (as defined in the Coda)
and that it conforms 1o the Code. The Authority may also require the auditor to report

on any other matiers that the Authonty requires,
Introduction

In accordance with clause 3,17 of the Code, there are three types of audit that
servica providers are subject to, baing:

(a) an initial audit bafore any software is first used by the service provider in
connection with the Code, and Part 2 and subpart 1 of Part 4 of the Act;

(b) an annual audit (within 1 month after 1 March in each vear) of all software used
by the sarvice provider, and

(c) an audit of any changes lo the software or the software specification, before it
is used by the service provider.
The following software audit guidelines relate to items (b) and {c) only.

Software Change Sudit
(a) Software and soflware specification changes thal require auditing

All changes to the software and software specifications must be avdited, except
both bug fixes and enhancements that fall cutside the scope of the core
functionality specified within the software specification. All changes must ba
implemnented by following the software change control process as specified in
the SPA. Evary change must be incorporated inlo a new release of the
software. Details of each new release must be documented and published to all
participants prior to its deployment info production. Each release must be
uniquely identified by its own release numbser,

It should be nated that, in accordance with the Code, the software must ba fully
audited before being released into production for the first time. This will be a
special case of a software change audit: ane that reviews not only evary
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function of the software but also the software development and system
implamentalion processes.

(b) Purposa of the audil

The purpose of a software change audit is (o provide assurance to the Authority that
the requested change has been implemented as described in the updated software
specification and that it conforms with the Code, In addition, whila it is nol part of a
software change audit to test the software for bugs, the awdit must determine whether
the software has been adequately tested,

Audit process
For a software change audit the auditor must:

(d) ensure that the software specification has bean updated in sufficient detail so
that the changes made are consistent with the rest of the documeant, The
sarvice provider is expected to keep the software specification up-to-date, such
that it always reflects the current state of the software and to maintain it at the
sama level of detail as in the original version of the document;

{g) check that the change to the software conforms with the requirements of the
Code;

i warify that the software performs as described in the updaled software
specification, The objective should be to discover whather all tha functionality
has been delivered as described; however, it should be understood that this will

involve anly checking a random sample of possible scenarios not all of tham;
and

(gl review the lest scripls and test resulls from the testing stages of the change
controd process to determine whether all reasonable tests have been conducted
and signed off corractly. Service providers must, therefore, develop and retain
test scripts for all changes made to the software and record the resulls of
testing.

Software change audit report

The software change report must state whather:

(h) the software specification has been updated;
(i) the software change conforms with the Code;
i) the software change was tested properly.

The provider must send the sofiware change audit report to the Autherity within one
mianth following the completion of the software change audit.

Annwal audit
Furpose of the audit

The purpose of the annual audit is to provide assurance to the Autharity that there
has bean no detrimental impact arising from changes madea to tha softwara during
the previous year, and that the software is still compliant with the Code. It will also
provide an apportunity to review the perfformance of the software during the previous
year and to comment on any areas of concern or any trends identified or areas that
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the Authority directs. The objective of this should ba to encourage the sanvice
provider to make improvemenis where possible,

Audit process
For the annual audit the auditor must

{a)

(i

(i)

fif)

(i)

(V)

Check that all the functions described in the [atest version of the sofiware
specification are still baing delivered by the software, in order lo provide
axtra assurance that the changes made throughout the year have not
adversely affected any of the other funclions.

Examine the fault log required under the SPA to discover whal faulls
have occurred and whether they have been adequately tested and fixed.
During the lifetime of the system the number of faults should fall rapidly.
Once stable, new faulis should be rare; however, when major changes
are made there may be a temporary increase in the number of faulls
found. Any deviation from this general paliern could indicale problems
with tha softwara,

Feview the change history of the software for the previous year. Sanvice
providers must keep a log of all changes made to the software and also
all upgrades of the development environment, database, communicalions
and operaling system software. Each changa musl have a set of ralevant
test scripls and signed test resulis.

Examing the monthly peformance reports and check that performance
levels have baan met and are being measured correctly. Any drops in
performance must be explained. The overall trend should be one of
conslant or improving performance through the yvear. If this is not
observed then it may indicate that the capacity of the system needs to be
upgraded.

Check whether a user survey has been conducted by the service provider
and axamina the responses, The responseas should be positive overall.
Any issues mentioned by more than one respondent should have already
been addressed or ba in the process of being addressed by the sarvice

provider.

Annual awdit report
The annual audit report must:

(a)

{b)

{c)

{d)

(e)

detall whether the software still defivers the functionality described in the
software specification;

summarise all the changes that have been made to the software during the
previous yvear, including any changes thal are still in progress, and their
cumulative effect, if any, on the software as a whole;

comment on performance and any discemible trands;

summarise all the fault activity that has occurred, highlighting any percaived
problem areas;

commant on the level of user salisfaction with the software, noling any
particular concerns of users and how these issues are being addressed.,
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The provider must send the annual audit repor to the Autharity by 1 May in the
ralavant yaar. The provider shall ensure that each annual audit report includes an up
to date list of the equipment of any Authorily-owned hardware,

MNot-auditable changes

(a}

(b)

{c)

Software bugs

Software bugs remain in programs as a result of inadequate testing and, as
such, are the responsibilily of the service provider, The annual audit will offer
an oppartunity to check that bugs have been fixed and tested properly and
allow the auditor to form at least a partial opinion about the overall quality of the
software and the likelihood of future problems.

System software upgrades

This category includes upgrades to database managemant, oparating systam,
communications and other third-party software. Although these upgrades
should not require auditing, it is expected that the service provider will perform
extensive testing before putting them into production, as any incompatibilities
between the upgrade and the software may adversely affect the performance
levels specified in the SPA. The service provider will be required to inform the
Authority of these upgrades.

Cthar enhancements

These are enhancements to the system developed by the service provider that
fall outside the scope of the software as defined by the software specification
and the Code, and which are therefore not directly auditable. The service
provider will be obliged under the SPA to inform the Authority of all such
enhancements. Depending on the axact nature of the proposed enhancement,
the Autharity may decide that a software audit is warranted in order 1o ensure
that the existing functionality described in the software specification is not
adversaly impacted.

Auditor

The provider shall ensure that the same auditor (meaning, where the auditor is a
company, the same audit lead) is not used for more than two consecutive annual
audits under this Schedule 2 except as otherwise agread by the Authority.
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